Privacy notice for scientific research

1. Title, nature and duration of research

Title of research: Rethinking co-existence from the margins (Co-Imagine)
Duration of research: 01.09.2023 - 31.08.2027

Duration of data processing: Data processing will be going on till the end of 2029.

2. Data controller

University of Oulu
Pentti Kaiteran katu 1
90570 Oulu, Finland
Business ID: 0245895-5

3. Principal investigator and contact person regarding the research registry

Dr. Bruno Lefort

Cultural Anthropology,

History, Culture and Communication Studies
Faculty of Humanities

Address: Pentti Kaiteran katu 1 90570 University of Oulu, Finland
Phone: +358 50 3261841
E-mail: bruno.lefort@oulu.fi

4. Contact information of the Data Protection Officer

dpo@oulu.fi

5. Researchers

The research will be done at the Cultural Anthropology, the Unit of History, Culture and
Communication Studies, Faculty of Humanities, University of Oulu. The research team will
include one post-doctoral researcher, a research assistant, and an affiliate post-doctoral
researcher in addition to the PI.

6. Content of research records

Data to be used in the project will include names, contact details, audio data (interview
recordings) and visual data of participants (photos, videos and maps).
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7. Sources of personal data

Data is being collected: from research participants themselves through interviews and
participant observation in public spaces.

8. Purpose of processing personal data

The purpose of processing personal data is scientific research. The research studies people’s
everyday relationships, how different people inhabit places together, the bonds they form with
others (or the lack thereof), and their struggles to build a meaningful existence. We focus on a
cosmopolitan metropolis, a provincial town, and a rural area in Finland and France where a mix
of people from different backgrounds live together. For this, it is vital to collect both interview data
with information about the participants’ perceptions and understandings, and observations in
everyday situations. The collection of personal data will be limited to an absolute minimum and
the principle of data minimization guides all phases of data collection.

The organisations listed in Section 1 serve as Joint Controllers that jointly determine the purposes
and means of processing personal data.

The research goals and expected benefits or harm to the participants have been described in
separate information sheets.

9. Lawful basis for processing personal data
e Public interest or the exercise of official authority

e Scientific or historical research purposes or statistical purposes

10. Sensitive personal data
The following types of sensitive personal data will be processed during the research project:
e Racial or ethnic origin
e Political opinions
¢ Religious or philosophical beliefs
¢ Gender and sexual orientation

No personal data concerning criminal convictions and offences will be processed during the
research project.

Lawful basis for processing of sensitive personal data:

The processing activities are conducted for the purpose of scientific or historical research in the
public interest, for statistical purposes, or in connection with the exercise of official authority



11. Transfer or disclosure of data to external parties

The data will not be transferred or disclosed to external parties.

12. Transfer or disclosure of data outside the EU/EEA

No data stored in the research records will be transferred to a country or an international
organisation that is located outside the EU/EEA

13. Automated decision-making

Decisions will not be made by automated means.

14. Data protection principles
Protection of manual materials (e.g. paper documents):
e |Inalocked room

e Inalocked cupboard

Protection of digital materials (e.g. information systems and equipment):
e usernames
e password
o multi-factor authentication (MFA)

e collection of log data

Processing of data that directly identifies an individual during the research project:
e Directly identifiable data will be removed during the analysis stage

o Alldata will be pseudonymized.

15. Processing of personal data after the research project has been concluded

Data that supports anonymization will be archived and metadata will be published using
appropriate services and will therefore be findable through a persistent identifier.

Research data, e.g., video recordings, photographs, ethnographic notes and maps, that cannot
be archived, will be stored by the Pl for a verification period of 5 years. After this it will be
destroyed.



16. Data subjects’ rights and possible restriction thereof

Data subjects have the following rights under the EU’s General Data Protection Regulation
(GDPR):

Right of access

o Data subjects are entitled to find out what information the University holds about them or
to receive confirmation that their personal data is not processed by the University.

Right to rectification

e Data subjects have the right to have any incorrect, inaccurate or incomplete personal
details held by the University revised or supplemented without undue delay. In addition,
data subjects are entitled to have any unnecessary personal data deleted from the
University’s systems.

Right to erasure

¢ |n exceptional circumstances, data subjects have the right to have their personal data
erased from the Data Controller’s records (‘right to be forgotten’).

Right to restrict processing:

e |n certain circumstances, data subjects have the right to request the University to restrict
processing their personal data until the accuracy of their data, or the basis for processing
their data, has been appropriately reviewed and potentially revised or supplemented.

Right to object

e |n certain circumstances, data subjects may at any time object to the processing of their
personal data for compelling personal reasons

Right to data portability

e Data subjects have the right to obtain a copy of the personal data that they have
submitted to the University in a commonly used, machine-readable format and transfer
the data to another Data Controller.

Right to lodge a complaint with a supervisory authority

e Data subjects have the right to lodge a complaint with a supervisory authority in their
permanent place of residence or place of work, if they consider the processing of their
personal data to violate the provisions of the GDPR (EU 2016/679). In addition, data
subjects may follow other administrative procedures to appeal against a decision made
by a supervisory authority or seek a judicial remedy.

Contact information

Office of the Data Protection Ombudsman



Street address: Lintulahdenkuja 4, 00530 Helsinki, Finland
Postal address: PO Box 800, FI-00531 Helsinki, Finland
Switchboard: tel. +358 29 56 66700

Fax: +358 29 56 66735

Email address: tietosuoja@om.fi

The Data Controller follows a GDPR-compliant procedure for responding to subject access
requests.
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